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Personal Traces

 Documentary traces of individuals (personal
traces) have long been recognized and
preserved as fundamental components of
cultural heritage

* The nature of personal documentary traces has
undergone dramatic evolution in recent years,
including various aspects of one’s “digital
footprint.”



Applying Forensics to Personal Traces

e Cultural institutions (libraries, archives, museums) have begun
applying digital forensics to:

— create authentic copies of data on disks

— reflect the original order of materials

— establish more trustworthy chains of custody

— discover and expose associated contextual information

— identify sensitive information that should be filtered,
redacted or masked in appropriate ways.

 Many of the same approaches can be adapted and applied by
individuals and families who are managing their own
collections of personal traces.
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BitCurator Goals

* Develop a system for collecting professionals
that incorporates the functionality of open-
source digital forensics tools

e Address two fundamental needs not usually
addressed by the digital forensics industry:

— incorporation into the workflow of
archives/library ingest and collection management

environments
— provision of public access to the data
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BitCurator Environment*

Bundles, integrates and extends functionality (primarily
data capture and reporting) of open source software:
fiwalk, bulk extractor, Guymager, The Sleuth Kit, sdhash

and others

Can be run as:

— Self-contained environment (based on Ubuntu Linux) running
directly on a computer (download installation ISO)

— Self-contained Linux environment in a virtual machine using
e.g. VirtualBox or VMWare

— As individual components run directly in your own Linux
environment or (whenever possible) Windows environment

*To read about and download the environment, see: http://wiki.bitcurator.net/
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Software Write Blocking — Mounted Devices set to Read-Only by Default*

Ubuntu File Edit View Go Help & E9 1y ) 11:37AM 2 BitCurator {}%
x "Mounter"
. WARNING

Newly mounted devices will be WRITEABLE.
(Currently mounted devices will be unchanged)

Are you sure you want to continue?
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BitCurater

*Not intended to replace use of hardware-based write blockers




Acquiring Disk Images with Guymager

800 BitCurator-0.3.0 [Running]
Guymager -- B3 1y @) 1:15AM R BitCurator &

W' C @ Acquire image of /dev/sdb
Devices Misc Help

J_| Rescan

—File format

¢ Linux dd raw image (file extension .dd or .xxx)

| Split image files
Serial '-. ¢ Expert Witness Format, sub-format Guymager (file extension .Exx)

o - , split si |204:f |M'B v[
" Advanced forensic image (file extension .aff) pem=s :

Case number | 1

VB20bfff24-3f8cb5fa

Evidence number | 1

_ Examiner | BitCurator test user

Description |A sample floppy disk image

Notes | Additional notes go here

— Destination

Image directory | |fht:me,fktu:audmim'l::lesktc:pﬁSamp-leData,;r

| Image filename (without extension) | sampleimage]

Size | Info filename (without extension) | sampleimage
Sector size
Image file
Info file

gg;gg speed . | ¥ calculate MDS I~ Calculate SHA-1 I~ Calculate SHA-256

Hash calculation I | [~ Re-read source after acquisition for verification (takes twice as long)
Source verification «

Image verification « | [ Verify image after acquisition (takes twice as long)

—Hash calculation [ verification

Cancel Duplicate image... | |

2 L G [E] Left 32




Mounting a Forensically Packaged Disk Image

Ubuntu Desktop L B = fy 40) 433PM 2 BitCurator 4%

[—
3

Documentation and
Help

Open

Open With Other Application... 'i
Disk Image Info Network Servers

File Analysis [z

Cut
— File Info
Find Files 4
Imaging Tools Make Link Mount Disk Image
Rename... Open Browser as Root
Copyto *|  safe Mount
—_— .
- Move to * Unmount Disk Image

Forensics Tools Move to Trash Open Scripts Folder

-2 B = 1y 4) 435PM 1 BitCurator i

Resize Icon...

Restore Icon's Original Size

Additional Tools

[ —
-

Documentation and
Help

jo-work-usb-2009-

12-11.E01 .E

Network Servers

Send To...
Compress...
Revert to Previous Version...

Properties

® - 0 jo-work-usb-2009-12-11_vol2

Devices + . jo-work-usb-2009-12-11_vol2 | =b Q search
— UNTITLED 1

B e @ @ ) Left %
Computer

-_— siriome Papers1 Papers2 Papers3
_— K Desktop

Forensics Tools ¥ Documents : : 2

E{E Downloads Papersd I paperss

[ EI Music
_— (@] Pictures 2 2 :
itio 5 @ videos

Additional Toc @ Papers? paperes poores

[jo-work-... &
: - File System 2 2 2
. 2 Trash
jo-work-usb-2009- Network
il [ Browse Net...
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Exporting Filesystem Content Using fiwalk

BitCurator Reporting Tool

@ - 0 Bitcurator Reports

s Run All | Fiwalk XML | Annotated Features
3

Computer

e B = 1) 4 1:00PM 2R BitCurator %

[— ™
Reports | File Access -

Fiwalk produces a DFXML file showing the volumes, directories, and files contained within a disk Documentation and
image.

Help
Image File

/home/bcadmin/Desktop/SampleData/sampleimage.E01

o
Quktput XML File

Network Servers

/home/bcadmin/Desktop/SampleData/sampleimage.xml =
[— — Command Line Output

L

Im agfng Tools >> Generating XML File

/home/bcadmin/Desktop/sampleData/sampleimage.xml

>> Invoking command for Fiwalk = ['fiwalk’, '-f", '-X',

'/home/bcadmin/Desktop/SampleData/sampleimage.xml’,
'fhome/bcadmin/Desktop/SampleData/sampleimage.E01]

Forensics Tools
>= Success!!! Fiwalk created the Following File(s):
[ — ™

|

Additional Tools

o /home/bcadmin/Desktop/SampleData/sampleimage.xml

| Close || Cancel || Run |

oo all @ Flefre ,



Fiwalk Output for a Specific File

<fileobject>
<filename>Documents and Settings/All Users/Documents/
My Pictures/Sample Pictures/Blue hills.jpg
</filename>

<filesize>28521</filesize>
<alloc>1</alloc>
<used>1</used>
<inode>6245</inode>

<uid>0</uid>

<gid>0</gid>

<mtime>1208174400</mtime>

<ctime>1257729636</ctime>

<atime>1257729636</atime>

<crtime>1257729636</crtime>

<seg>2</seq>

<libmagic>JPEG image data, JFIF standard 1.02</libmagic>

<byte_runs>

<run file_offset="'0"' fs_offset="'0"' img_offset="'363200512"
len='0"'/>

</byte_runs>

<hashdigest type='MD5'>
6fb2a38dcl07eacb41cf1656e899cf70

</hashdigest>

<hashdigest type='SHAl'>
4eeed4b18576e84de7b163142b537d2fe6231845

</hashdigest>

</fileobject>




ldentifying “Features” of Interest in
Disk Images or Directories

Bulk Extractor



BitCurator-0.4.0-Demo [Running]

Run bulk_extractor

i,_z Reports

-

LAY

File Edit View Bod @ Run bulk_extractor

P-4 ﬂf‘l e * Required Parameters

) Directary of Files

Scan; @ |Image File| () Raw Device
Image File |
Cutput Feature Directory |

General Options
[ Use Banner File
[ ] Use Alert List File
[T Use Stop List File
[ Use Find Regex Text File
[ Use Find Regex Text

[ Use Random Sampling

Tuning Parameters
[] Use Context Window Size
[ Use Page Size
[T Use Margin Size
[ ] Use Block Size
[ ] Use Mumber of Threads
[T Use Maximum Recursion Depth

[T Use Wait Time

Parallelizing

[ Use start processing at offset

1 e e co e o rl ol ™

e B9 = 1y @) 2:21PM 1R BitCurator {}

B
™

Scanners
[ bulk
[ wordlist
[ xor
& accts
B aes
B basel1s
& basesd
& elf
& email
& exif
& find
& aps
& azip
& hiber
& json
& kml
& net
& par
& rar
& vecard
& windirs
& winpe
& winprefetch
™ zip

RestoreDeFaultsl M Cancel
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BitCurator-0.4.0-Demo [Running]
Run bulk_extractor o B9 = 1y @) 2:21PM 1R BitCurator {}

File Edit View Bod @ Run bulk_extractor

@

b4 ped v W Required Parameters Scanners
- A Reports H Scan: @ |ImageFile] ) Raw Device () Directory ofFiles [ bulk
Image File i [ wordlist
: F Output Feature Directory S
- accks
General Options & aes
5 [] Use Banner File & basets
_ basetd
[] Use Alert List File o
& elf
q%F [T Use Stop List File amail
[ Use Find Regex Text File exif
| | B .
[] Use Find Regex Text find
: - [ Use Random Sampling & aps
w & gzip
Tuning Parameters & hiber
[] Use Context Window Size & json
‘ ’ ] Use Page Size kel
== net
[ | Use Margin Size
> — ) . pdf
Use Block Size & rar
E 3 [] Use Mumber of Threads & vcard
A [T Use Maximum Recursion Depth & windirs
] Use Wait Time & winpe
winprefetc
Parallelizing zip

[ Use start processing at offset

S N 1 P sy S R 1

See: http://www.forensicswiki.org/wiki/Bulk extractor
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Histogram of Email Addresses (Specific Instances in Context on Right)

BitCurator-0.2.0 [Running]
Bulk Extractor Viewer ' E fj 41 844PM R BitCurator il

u& u‘
¥ ¥ Highlight: | | [¥] Match case
Reports Feature Filcer [ | Match case Mavigation
|W v be;utpgtt i [Lg (% |sampleimage E01, 42273785, privacy@Motorola.com v
~ | omain. £ : .
domain_histogram Histogram File email_histog... RS FILE.L Sampllemage.Em
emall.txt By @ motcrola.cor ~ Feature File email txt
e histogram.t n=3 0mj5nj@01tgx.ib.dj Feature Path 42??3735
ather. txt n=3 T3t@fo.pa Feature privacy@Motorola.com
o n=3 john@humaniz.com
. . ether_histogram.tz _3 nevrton@planeth, fr Image N ‘ . §
json.txt n=3 sales@integrationnew 42271836 your credit card number, so this information can only be viewed “
5 packets.pcap n=1 Skda_c@hkgahw.sl 42272000 by Motorola. .Motorqla uses Secure Sncke‘_ts Layer {(SSL) encrypti
rFc822.t%t n=1 dgf@40mt.ro 42272864 on technology, the highest level of security on the Internet. Th
n=1 fodfw@nwad.ck 42272128 e SEL protocol provides server authentication, data integrity, a
th'tx,t n=1 imki@73yjt.lr 42272192 nd privacy on the Web. This security measure helps ensure that n
% tcp_histogram.txt | -1 jonmg@l 7.pn 42272256 o impostors, eavesdroppers, or vandals get your personal informa
url.bxt n=1 kiph@si.gr 42272320 tion. S5L not only encrypts your personal and financial informat
| | url_histogram.txt | n=1 ng9@ho7l.eg 42272384 1on transmitted, including credit card information, but also ver
url services.txt n=1 pdenfb@tft.ao 42272445 ifies the identity of the server and that the original message a
indirs. Ext n=1 qyf@i6s.de © 42272312 rrives safely at its destination. .However, no data transmission r
i W!n Irs.tx n=1 twr+dvsa@xf.ms - 42272576  over the Internet can be guaranteed to be 100% secure. Az a res
w winpe. bxt | (—— ' 42272640 ult, while we strive to protect your personal information, Motor
- - 42272734 ola cannot ensure or warrant the security of any informatilon you
Referenced Feature File e, 422728 transmit to us or from our Web site, and therefore you use our
Referenced Feature pri... :gg;gggg site Et {uu;‘faw? Eﬁ‘isk. Dnce_\:e r‘ecei\_r?[ your tr‘ansti[ssian, \SEB;EE
3 our best effort to ensure its security on our systems. ..
J ‘ gjggigig g;ﬁggﬁg:g; 42272960 DAG7AEAOB03EE6. 748, As a global company Motorola has internationa
e privacy@Motor 42273024 1 sites and users all over the world. When you give Motorola per
k2 19771602 privacy@Motor 42273088 sonal information, that information may be sent electronically t
A rivacy@Motor 42273152 o servers outside of the country where you originally entered th
. [y 427747473 grivacy@Motor 42273216 e information. In addition, that information may be used, stored
47347307 privacy@Motor 42273280 and processed outside of the country where you entergd that inf
- 49345400 privacy@Motor 42273344 ormation. Whenever Motorola handles personal information, regard
E 47750445 privacy@Motor 42273408 less of where this occurs, it takes steps to ensure that your in
4775041 privacy@Motor 42273472 formation is treated securely and in accordance with the relevan
24735010 privacy@Motor 42273536t Terms of Use and this Privacy Policy. .How can I correct or ch
= 24735000 privacy@Motor 42273500 ange my personal information? .If you would like to review, corr
A 42273664 ect or change any personal information you have provided, or rem
42273722 ove your name from our mailing list, please e-mail us at privacy
c— 42273792 @Motorola.com. If you have established a “user profile" on a3 Mot
42273856 orola website, you may change the information you provided at an -
g: T .+ \ @® Text () Hex @
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Generating BitCurator Reports

BitCurator Reporting Tool e B = 1y ) 1:10PM 1L BitCurator
@ - 0 Bitcurator Reports

:l Run All | Fiwalk XML | Annotated Features | Reports | File Access .
L

Computer Produces Office Open XML and PDF reports to assist in image analysis Docum 'T_Tt[a tionand
elp

Fiwalk XML File
F /home/bcadmin/Desktop/SampleData/sampleimage.xml [— =1
" Annotated Feature Files Directory ﬁ
Network Servers
/home/bcadmin/Desktop/SampleData/annotated-features SEWOIR SEVELS
Output Directory For Reports (new)

S —

L /home/bcadmin/Desktop/SampleData/bc-reports

Config File (optional)

Imaging Tools

B B B E

/Path/To/Ffile
Command Line Output
L 3) /home/bcadmin/Desktop/SampleData/reporting-
- oukput/reports/FiwalkReport.pdf
Forensics Tools 4) /home/bcadmin/Desktop/SampleData/reporting-

output/reports/FiwalkDeletedFiles.pdFf

5) /home/bcadmin/Desktop/SampleData/reporting-
output/reports/BeReport.pdf

L 6) /home/bcadmin/Desktop/SampleData/bc-
reports/bc_Format_bargraph.pdf

7) /home/bcadmin/Desktop/SampleData/bc-reports/format_table.pdf
8) /home/bcadmin/Desktop/SampleData/bc-reports/FiwalkReport.pdf
9) /home/bcadmin/Desktop/SampleData/bc-reports/FiwalkDeletedFiles.pdf
10) /home/bcadmin/Desktop/SampleData/bc-reports/BeReport.pdf
Generating Excel report /home/bcadmin/Desktop/SsampleData/bc-
reports/sampleimage.xml.xlsx

Additional Tools

>> Success!!! Reports generated in the directory:
/home/bcadmin/Desktop/SampleData/bc-reports

[ [ Close || Cancel || Run ‘
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BitCurator-Demo-0.3.4 [Running]

Document Viewer o B9 ® Ty €) 6:27PM AL BitCurator {t
|
x — 0 Format_table.pdFf
|’ Previous <L Next 1 | (10f1)  FitPagewidth =~
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Computer Thumbnails - R .
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i dar_ia 31
[} Desktop e v o ., ASC 1 st with CRILF b e saors oo 1
POX ver 25 mmage das [POX _ama 1
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. TIFF s age dam, hole-eadas TIF _am x
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& - o0 bc_format_bargraph.pdFf [—, I \
— e mp_pey Ll
|” Previous U—, Next 1 (10f 1) Fit Page Width - pac. 2t et ¥2.0 wo exaruce) ASC :
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Exporting Files from a Disk Image

BitCurator Reporting Tool -2 M = 1 ) 11:18PM L BitCurator L%

@ - o Bitcurator Reports

[~ —
Run All | Fiwalk XML | Annotated Features Reports || File Access L
Displays the directory structure and allows user to dump file contents um T:‘t["ti')” and
e
Image File =P
/home/bcadmin/Desktop/Sampleimage.E01 ] —— 1

Network Servers

Output Directory
/home/bcadmin/Desktop/FileExport [ ]

Command Line Output

Imaging Tools

Disk Im File Edit e B = t3 ) 11:19PM L BitCurator 3%

x — O Bitcurator Reports

Run All | Fiwalk XML | Annotated Features Reports | File Access
@ - o Disk Image Access Interface

Sampleimage.E01

Command Line Output

File Structure
¥ Disk Image: /home/bcadmin/Desktop/Samplel... I|

"] UNTITLED 1 (Volume Label Entry) 1

7] _Trashes

) _SC00009.JPG

» Trashes

505

7] _sco0010.JPG

[) _SC00011.JPG

[ cat.mov

7] _cat.mov

7] MontereyKittyHQ.mav

7] _MontereyKittyHQ.m4v

» fseventsd

[ _IGGER~1.MaV

7] ._TiggerTheCat.mav

] cat.m4v

[ _cat.mav

[ TiggerTheCat copy.m4v

] ._TiggerTheCat copy.mav

[ _SC00012.JPG

7] _scoo013.JPG

[) _SC00014.JPG

7] _scoo015.JPG

g' T-rash

= ] Close Cancel Run
- ¥ [ J J | J

| Close || Export || DeSelectAll | | SelectAll |

] [ Close H Cancel H Run
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Identifying (and Possibly Deleting) Duplicate Files

BitCurator-0.6.2-Demo [Running]

Dup'llc.atesDeleI:Iun __ B E 1 ;11,;. 12:26 PM .lBitturator £03

i =

Computer Documentation and
Help

- w

omE #@ - o DuplicatesDeletion

Select directory path:
’:fhamefbcadminrr ools/bulk_extractor Browse directory |

@

B (3

&

Imaging Tools

Scan directory |

The directory contains 33 file(s) which seem to exist twice or more!

homef/bcadmin/Tools/bulk_extractor/src/dfxmlfsrc/.dirstamp
= home/bcadmin/Tools/bulk_extractor/src/dfxmlfsrc/.deps/.dirstamp
L home/bcadmin/Tools/bulk_extractor/src/bel3_api/.dirstamp
home/bcadmin/Tools/bulk_extractor/src/bel3_api/.deps/.dirstamp
S o e [s o) 4 fhomefbcadmin/Tools/bulk_extractor/src/rar/.dirstamp
home/bcadmin/Tools/bulk_extractor/src/rar/.deps/.dirstamp
homef/bcadmin/Tools/bulk_extractor/plugins/AUTHORS
home/bcadmin/Tools/bulk_extractor/plugins/ChangelLog

&

Additional Tool

Previous Showing: 1 of 33 Next |

Delete selected files

x — O Forensics Tools

B EERELE

Computer + |m Home K Desktop @ Forensics Tools Q search

@& Home
K Desktop ﬁ =
iF] Documenks
— BitCurator Bulk Extractor Identify and Delete pyExifToolGUI
- 4 Downloads : : :
i’ Reporting Tool Viewer Duplicates
3 il Music

B o m @Rt



Viewing EXIF Metadata with pyExifToolGUI

pyExifToolGUI

& - pyExifToolGui 0.4.0.2
File Extra Help

Thumb

file name

media.tiff

PANO_20130221_170748.Liff

Load Images || Display Image |

BitCurator-0.6.2-Demo [Running]

-- M 1y 4)) 12:17PM 1R BitCurator %

View Data | Edit Data Your Commands Preferences

Al @ Exif O xmp ) IPTC
Descriptor
1 Subfile Type
2 Image Width
3 Image Height
4  Bits Per Sample
5 Compression
6 Photometric Interpretation
7 Document Name
8 Skrip Offsets
9  Orientation
10 Samples Per Pixel
11 Rows Per Strip
12 Skrip Byte Counts
13 X Resolution
14 ¥ Resolution
15 Planar Configuration

16 Resolution Unit

47 Dradickarc

GPS/Location () GPano ICC_profile

Description
Full-resolution Image
821
650
888
LZw
RGB
JUsers/kamwoods/Downloads/media.tiff
(Binary data 55 bytes, use -b option to extract)
Horizontal (normal)
3
64
(Binary data 51 bytes, use -b option to extract)
72
72
Chunky

inches

Unriznnkal diFFacancine

L@l @Bt
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Scanning for Viruses (ClamTK)

ClamTk Scan View Quarantine Advanced Help e ) = f3 4 2:21PM 1L BitCurator {%

AFile Ctrl+F
A Directory Ctrl+D ?
Recursive Scan cerl+R

Home (Quick) Ctrl+Q Documentation and

Hel
Home (Recursive) ctrl+Z -

A Device Cerl+l ﬁ
Exit

Ctrl+X Network Servers

[—
-
Imaging Tools & - Virus Scanner
] L ~y
4 X O
- Home Histories Preferences Exikt

Forsile ool Antivirus engine 0.97.8

X
x_ GUI version 4.38

Antivirus definitions Current
| —

L

Additional Tools

BitCurater
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Nautilus Scripts

* Scripts that can be run using the
GNOME’s file manager, Nautilus

e Can be used in the BitCurator
environment or your own Linux
environment

* You've already seen one of these
(viewing EXIF metadata), but here are
some others...



In BitCurator environment: Right Click on File or Directory and Calculate MD5

Pictures

Computer
B Home
K Desktop
¥ Documents
{4 Downloads
il Music
0 Pictures
i@ videos
= File System
@ Trash

Network

= Browse Net...

&l Home | Pictures

- B = fj, ) 826AM 1 BitCurator 'ﬂ}
g <» Q search

bc400px-1280full. %, Open With Image Viewer

png

@ Open With Firefox Web Browser

Open With Shotwell Photo Viewer

Open With Other Application...

Scripks d  Disk Image Info »

[ T = P e |
Calculate MD5 File Analysis ]

Cuk
Encrypt-Decrypkt Filelnfo
Copy ryp. ryp. . .
Show File Details Find Files »
MakeLink  show File Type Open Browser as Root
Rename... Show File Type (mime) Safe Mounkt
Copy to View in Hexeditor .
P 5 Openscripts Folder
Move to Trash

Revert to Previous Version...
Compress...
Send To...

Properties

"bitcurator-grub.png” selected (43.3 kB)



Desktop - B = 13 «)) 8:41AM 1 BitCurator *

omputer . | |
[
Comp sl Home & Desktop & =) Q search
& Home
1 3y
= wdl wdl l® -
L3l]
[l Documents - . . Open e |
Additional Tools Documentation and Forensics E-WO '
|£i Downloads Help ) o e -
i Musi Open With Other Application...
usic
; Show AFF Info D age InFo ’
m Pictures ow EO 0 File Analysis > T
i@ videos nps-2010-emails. FileInfo =
~_ File System EO1 Find Files L >
T Trash Open Browser as Root Make Link
Network Safe Mount Rename...
Copy to »
=l Browse Net... Open Scripts Folder o
Move to »
Move to Trash
Revert to Previous Version...
Compress...
Send To...
Properties

"charlie-work-usb-2009-12-11.E01" selected (9.3 MB)



Quick Start Guide
Most recent version always available at:
http://wiki.bitcurator.net/

BitCurater

Quick Start Guide v0.7.6

Last updated: February 21, 2014

’j l l | \ |C M I T H MARYLAND INSTITUTE ror

TECHNOLOGY v THE HUMANITIES
SCHOOL OF INFORMATION
AND LIBRARY SCIENCE



http://wiki.bitcurator.net/

Related Development: DIMAC (Disk
Image Access for the Web)

* Developed by Sunitha Misra and Kam Woods

* Allows the user to dynamically navigate and
download contents of a disk image, without
having to download the image or mount it

* See: https://github.com/kamwoods/dimac

* Demo at:
https://www.youtube.com/watch?v=W2Gd7eY8XOI



https://github.com/kamwoods/dimac
https://www.youtube.com/watch?v=W2Gd7eY8XOI

Telling Meaningful Stories

* Any given digital trace may have limited value in isolation, but
analysis and comparison of multiple traces can support many
valuable inferences.

* For example, an email address that appears on a disk can be
combined with various other forms of contextual information,
such as:

— text that surrounded the string

— histograms showing how often the address appeared elsewhere on the
disk

— timestamps of when files were created and when specific applications
were run

— browser history files that reflect an entire session of use rather than just
a discrete transaction

— user account information

* This can include forensic investigation of your own activities.



Protecting Privacy

* Forensic investigation can reflect many
aspects of one’s life that he or she might not
want to share with others.

* Forensics tools can be used to identify (e.g.
using bulk _extractor) a given pattern and then
overwrite those patterns so that they cannot
be found by others.

* A major objective of the BitCurator
environment is to support such privacy-
sensitive processing of materials.



Sources for BitCurator Information:

b BitCurator x| BitCurator x [+

a vkl bitcurator.net/ inde: e=Main_Page =103

7 Getthe software

Welcome to the BitCurator Wikile
it Curator

L] L]
BitCuratoris & rasaarch and opan sourc software davelopmant projsct designad 10 bring digital lorensics tools and  ~ BitCurator
techniques to collecting insttutions. BilCurator provides & clear, unified anvironment in which users can creale o _
ek forensically-packaged disk images, perform a variety of riage tasks on objects within flesystems, extract and SiCirionMe 1 oh e

BitCurat=r

i . going 10 do an @BRCuralor guest
Description repackage metadata, and redact sensitive information from cigital materials Spot In the #dhwi Data Curation
R class later today. Cet yer
forensics onl . gun L]
Documantaton bnt J
o T OataTringe and Metadrs szt
ot Filldenicaton Exacion and Access Suppart BiCurator Yay! We will be
Navigation g at Gpda201 3
Wain page s
Gty s Visit he GeSCription $8110n 10 866 3N IN-EpIN SXpIaNNON of WNE! BICUTAToT Is designed 10 4o, akng Wt our BiCurator Slashdot reviews
technical architacture, ess book Burdens of Proof
Curreel svinis by UCLA iSchool's
Recent changes Naws, information about the project stat!, and update: h the original Blanchette: bit
Random page B¥tCurator site . You can aiso foliow on Twiter (or check out a feed of recent Tweels on this page).
Halp Cantact us!
or Congratulations to
Johnston, who serves on our
Toatbox Professional Expens Panel, for

wnat inks hers Join the conversation

Ralated changas
‘Special pages
Printable version Downloads Documentation

Permanent link
The BitCurator enviranment s currently availabie as & virual maching and as  BACuraior project documentation. Here you will find installation guides for the

&n IS0 image. Release 0.1.7b is intended for testing and evaluation. Exercise  virtual machine and ISO, project requirements, and developer documentation ] - | ]

‘care when using in predustion environments. as It becomes avallable. n WI I I c u ra o r n e
i ad the B 0175 Viiu ® Main doeumrtation page
{ e u [ ]

run Linuz (Uountu 12.04LTS) environment, Windows: On the main documentation you can find Information on

be BiCurator «| BtCurasor x ]
a www bitcurator.net | (- e Q
L] —
B I t C u ra t Tools for Digital Forensics Methods and WorkFlows eop e
in RealWorld Collecting Institutions

Home

roject overview
ublications

ews
http://www.bitcurator.net/

WELCOME TO THE BITCURATOR PROJECT.

The BitCurator Project is an effort to build, test, and analyze systems and
software for incorporating digital forensics methods into the workfiows of &
variety of collecting institutions.

Archives
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Looking for the test release of the BitCurator virtual environment? You can find the latest
release on the front page of our wiki, in the Downloads section. We've also posted
instructions to help you get started.

Mapping Digital Forensics Workflows in Collecting Institutions

Twitter: @bitcurator
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