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Personal Traces 

• Documentary traces of individuals (personal 
traces) have long been recognized and 
preserved as fundamental components of 
cultural heritage 

• The nature of personal documentary traces has 
undergone dramatic evolution in recent years, 
including various aspects of one’s “digital 
footprint.” 



Applying Forensics to Personal Traces 

• Cultural institutions (libraries, archives, museums) have begun 
applying digital forensics to: 

– create authentic copies of data on disks 

– reflect the original order of materials 

– establish more trustworthy chains of custody 

– discover and expose associated contextual information 

– identify sensitive information that should be filtered, 
redacted or masked in appropriate ways. 

• Many of the same approaches can be adapted and applied by 
individuals and families who are managing their own 
collections of personal traces. 
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• Funded by Andrew W. Mellon Foundation 

– Phase 1: October 1, 2011 – September 30, 2013 

– Phase 2 – October 1, 2013 – September 30, 

2014 

• Partners: SILS at UNC and Maryland Institute for 

Technology in the Humanities (MITH) 



BitCurator Goals 

• Develop a system for collecting professionals 
that incorporates the functionality of open-
source digital forensics tools 

• Address two fundamental needs not usually 
addressed by the digital forensics industry: 

– incorporation into the workflow of 
archives/library ingest and collection management 
environments 

– provision of public access to the data 
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BitCurator Environment* 
• Bundles, integrates and extends functionality (primarily 

data capture and reporting) of open source software:  
fiwalk, bulk extractor, Guymager, The Sleuth Kit, sdhash 
and others 

• Can be run as: 

– Self-contained environment (based on Ubuntu Linux) running 
directly on a computer (download installation ISO) 

– Self-contained Linux environment in a virtual machine using 
e.g. VirtualBox or VMWare 

– As individual components run directly in your own Linux 
environment or (whenever possible) Windows environment 

*To read about and download the environment, see: http://wiki.bitcurator.net/ 





Software Write Blocking – Mounted Devices set to Read-Only by Default* 

*Not intended to replace use of hardware-based write blockers 



Acquiring Disk Images with Guymager 



Mounting a Forensically Packaged Disk Image 



Exporting Filesystem Content Using fiwalk 



Fiwalk Output for a Specific File 



Identifying “Features” of Interest in 
Disk Images or Directories 

 
Bulk Extractor 





See: http://www.forensicswiki.org/wiki/Bulk_extractor 
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Histogram of Email Addresses (Specific Instances in Context on Right) 



Generating BitCurator Reports 





Exporting Files from a Disk Image 



Identifying (and Possibly Deleting) Duplicate Files 



Viewing EXIF Metadata with pyExifToolGUI 



Scanning for Viruses (ClamTK) 



Nautilus Scripts 

• Scripts that can be run using the 
GNOME’s  file manager, Nautilus  

• Can be used in the BitCurator 
environment or your own Linux 
environment 

• You’ve already seen one of these 
(viewing EXIF metadata), but here are 
some others… 



In BitCurator environment: Right Click on File or Directory and Calculate MD5 





Quick Start Guide 
Most recent version always available at: 

http://wiki.bitcurator.net/ 

http://wiki.bitcurator.net/


Related Development: DIMAC (Disk 
Image Access for the Web) 

• Developed by Sunitha Misra and Kam Woods 

• Allows the user to dynamically navigate and 
download contents of a disk image, without 
having to download the image or mount it 

• See: https://github.com/kamwoods/dimac 

• Demo at: 

https://www.youtube.com/watch?v=W2Gd7eY8XOI 
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Telling Meaningful Stories 
• Any given digital trace may have limited value in isolation, but 

analysis and comparison of multiple traces can support many 
valuable inferences. 

• For example, an email address that appears on a disk can be 
combined with various other forms of contextual information, 
such as: 
– text that surrounded the string 

– histograms showing how often the address appeared elsewhere on the 
disk 

– timestamps of when files were created and when specific applications 
were run 

– browser history files that reflect an entire session of use rather than just 
a discrete transaction 

– user account information 

• This can include forensic investigation of your own activities. 



Protecting Privacy 

• Forensic investigation can reflect many 
aspects of one’s life that he or she might not 
want to share with others. 

• Forensics tools can be used to identify (e.g. 
using bulk_extractor) a given pattern and then  
overwrite those patterns so that they cannot 
be found by others. 

• A major objective of the BitCurator 
environment is to support such privacy-
sensitive processing of materials. 
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